INTERNATIONAL ISO/IEC
STANDARD 27701

First edition
2019-08

Security techniques — Extension to
ISO/IEC 27001 and ISO/IEC 27002 for
privacy information management —
Requirements and guidelines

Techniques de sécurité — Extension d'ISO/IEC 27001 et ISO/IEC

27002 au management de la protection de la vie privée — Exigences
et lignes directrices

Reference number
1SO/IEC 27701:2019(E)

© 1SO/1EC 2019



ISO/IEC 27701:2019(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2019

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or 150's member body in the country of the requester,

IS0 copyright office

CP 401 » Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Fax:+41 22 749 09 47

Emall: copyright@iso.org

Website: wwwiiso.org

Puhlished in Switzerland

il @ ISO/IEC 2019 - All rights reserved












ISO/IEC 27701
$—hR
2019-08

RERAR
%3 1ISO/IEC 27001 #1 1ISO/IEC 27002

HERAGEEEENY R
ZRkHntEm
Security techniques - Extension to

ISO/IEC 27001 and ISO/IEC 27002 for

privacy information management - Requirements and guidelines

(ISO/IEC 27701:2019)

AR ST AR PR SRR AR



SISO
BT S e
B B e
0.1 BTttt

0.2 EEAMEBERIERNFRA M
LSE R coeeeevveeee e
2 HRSEMEB BT vvvvereeesssissssseessssssss s
K3 TN 1 1= J N
BAPH BEA TR oo

3.2 FAFAS B TEIRZR PIMS. ..o
TR
A1 ZKREHIZER ccooevvvveeeeveeee e

4.2 1SO/IEC 27001:2013 TSR BRI c+vvvvvvveeereersmeereesssenseseseesesss

4.3 1SO/IEC 27002 2013 FERIHIRL -wrvvevrrmereerrarrerssssrensessssensennns
BATEFT oo

5 5 ISO/IEC 27001 B34 PIMS 45 TSR cvvvvvvvrrreersrrneessnrenessnensenns
5L AT oo
5.2 ZBEUEREE oo
5.2.1 THRLBLRBEIREE cooovveecveeeesesessseesss s

5.2.2 IBARAEE T HIERFIEAZE oo

523 RSB RE EIRARRAITERE oo

5.2.4 {ZE B RE IR ccoovvvveeeeeroeeesevseeesesse s

5.3 AT e
5.3 1 TS HITRIE oo e

B.3.2 FTE oot

5.3.3 4HLRAE , BATEHIANPR covevrreerreesessessessiesses s

..................................... 1

..................................... 2

..................................... 4

..................................... 5



T | O
5.4.1 K73 KBS FIM B HIFEFE . covvovveverereeeeeesreesseese e
542 (FRREBFRMEILHLR oo

5.5 T3 o vvvvveeisssss s

TR T

T3 25 » [
o= O
554 ST e eeeeeeeeeeeee e es e eeeneeee

5.5.5 SRR T B o evveerrre s

Rt Ll 16 o I
5.6.2 42 B Z A B ITE . coeerrreeeeeeeseesssseessseeessssessseesesssssssses
R R oGl g L= S

5.7 BRI e

57.1 W,

Hfﬂ|ﬂ1
2
3
E)
X

5.7.2 TIEBRIRR . evvrrseererressseseesessssssesessssssesees s essees oo

6.1 ST eeeeeeeeeee e s et
8.2 {5 B IR oo
621 EREREEIEIES ...,
R Ao oL
B.3.1 IEBLALN o oooovvvveeeeee oo
6.3.2 FENRE TR TR o
B.4 A J I TR ettt e
LR = 3= -1

...................................... 7

....................................... 7

....................................... 9

..................................... 10

..................................... 10



L R == 1= OO 11

LR == a1 = OO 12
8.5 R T TE oottt 12
(R Tahs = = 12
R == 12
B.5.3 INTEARTE ... 13
R IE o OO 14
6.6.1 T A3 B AIME ZEEE TR ottt 14
B.6.2 B T O B TR ettt 14
B.8.3 FH T T oo e e sttt nes 15
6.6.4 FGEFIRT FRTR U TAIIE N ccooeooveeeeeeeeeeeeeeeeeeeeeeseeees s e eeeessee e 15
B.7 ZE AL ..ottt 16
B.7. 1 BB AT vttt bbbt bne 16
8.8 AT IR IEZE A v eee et 16
B.8.1 BB IXIH .erverveererereeiseiiesies sttt 16
B.8.2 TR evveuetieee ettt 17
8.0 B T R et et st ettt ittt L b r et bbbttt ettt et 18
(R s 1k 1~ OO 18
8.9, 2 T TS s eer e e ettt ettt bbb 18
B.0.3 B0 ettt ettt bbbt bbb nns 18
8.0, 4 A e B ettt et e e e nne e 19
6.9.5 IE TR ATTE et 20
8.9.6 T AR B EEE TE B T vttt en 20
R AR I3 == 0w b3 20
B. 10 BB B R e et etere ettt ettt bbb bRttt et bttt et 21
B.10.1 FUZRZEE TR .ooovvoooeveeeeeeeeeeeeee s eeeeee e 21
LRI =X 2 21
6.11 BRGEFREL . R ANz oot 22
B.11.1 (B R R EE TR ettt 22



RN T8 15 = S0 =T = o 22

B.11.3 JUTRELIE ovvvvvvvvvvvvsrsseseess s 24
B.12 LRI BTSE B rvvvvvvsssssssssssssssssssssssssssssssssssssss s s 24
6.12.1 B RTIE R AIE IR oo ereessesssissss s 24
6.12.2 BT RTBRE B AT B IR ovvvvooesssesessssseeeeessssssssssssssssss s eeesssssssss s 25
B.13 (B R TEMEETE oo 25
R R s e Y L L= i g S 25
6.14 W i e M B TR S TR T T ovvvvvvvvvssssssssssssssessssssssssssss s 27
B.14. 1 (B ZERTELE M oo 27
B.14.2 LS v eeesssssssssssss s 28
B.15 T A e s s 28
B.15.1 BRI A TIEESR covvveoeeereseceeereesssessseesssesseesssssessssssssssesseesssessseess s 28
T A = e = OO 29

7 63 P 45| Z BB AN 1SONEC 27002 FERT cvvvooevveeeeeeeeeeeeeeseeeeee e 29
T L BTN ettt ettt ettt a bbbttt en bbbttt et b s s e 29
72 T A E B 25t et ne 29
7.2 ABUFEIT T E Beooeseeeese oo eeessssssssssssssss s 30
7.2 2 H T E A B R oo 30
IR YL DL S L CIE: 2=y VO 31
7,24 FRE FF R T B B o eveverereree sttt aee 31
7.2.5 BEFABIIEITEE s 31
7.2.6 5 PH ADIEZEAGETE o oererereereerere sttt 32

7.2 7PH BEB IR oo 32
7.2.8 S4MTE PH BT T oo evereereeeteet ittt ettt ettt sne 33

AT SR VRN ol ot SO 33
T3 LT EIEBITIT PH EBIN S eierieeeeerereeneesseseessees s 33
732 TTE P A BIE oo ssssssssssssss s 34
7.3.3 18] PH R A S B oo 35
YRR e ek 6 b= 71K OO 35



7.3.5 324 AT PH ADTEAGATLE oo eeneend 35

7.3.6 350E], BIEFUEHBR oo 36
AN I e ey o N SO 36
7.3.8 3R PH AR B AR ZR oevvevveveeeeeeeereeeseee s s 37
72320 ADTEEE TR oot 37
BT T == 1 - OO OO 37

7.8 BRI BB FATIIE I AIBETA oeoeevveeeeeeeeeeeee e 38
TA L BRI .ooooovvvvvvveooees st 38
742 BREIADIR oo 38

T A3 T TETI IR oo ee e s bbbttt 38

T AL PU BRI ME B KR vvvvvveoesesesssseeeessssssssossssssssssssesssssssssssssssssssssssssesssssssssssssssssssssso 39
7.4.5 PIl ZEA0IBLE SR AT FEARIRALFIIIBE o vvvvvvvveovresss s 39
T8 AT ST v 40
T ARE o eeeseeeoss 40
TAB AN v 40
T4 PH BB oottt ettt ettt e b b et e s rene e aens 41
AT S = - 2 i - O 41
751 IR TR EER 2 8] PH B AIEERE oo 41
7.5.2 PI B LS B B E R FEFRZALL o ooeeeeervvereseeeesseesssseeesssssssssssssssssseeeees 41
753 PH EEFEAT T crovvvvvvvvvvisssssssee s 41
754 [ E S TTHETE P AT e ooeeeeeeeeeeoeeeeeeeseeeeeeees e 42

8 &3t PI ANEBE RGP AN ISO/NEC 27002 FERG vvovvveererrreereeriieseiesessesiesseissesssessssssssessssassnssnnes 42
ST N 1| OSSR SRRRTPRR 42
ST =% S o S 42
8.2.1 B8 FAHIIN ettt bbb ane 42
I = L = I OO 43
IR = )= IO 43
B.2.4 fEANFED 1o ovovvvvvevee s 43

8.2 5 TR A N G ettt 44



AR SR IR T 44

SRR | = 7 N = B SO STTRETRPR 44
RISl LN D OO 44

8.4 BRIABIFETA , T TTHIRETA corvrrrererrrereseeeeeseseses st 45
B L T T4 oottt ans 45

842 [ENR, fBHITHAREE Pl 45

843 P BEFEE oo evevereeeeiectet ettt 45
Ik <1 4= 46
8.5.1 BEEX Z[8) PH AZHIAIE R oo 46

8.5.2 P o U EHIE TR FIE FRZEZE oo 46

8.5.3 A B S FIHEE Pl BUIC T oottt 47

8.5.4 PH BB TE SR ATIEED e eeere ettt ettt ettt 47

8.5.5 ELATSERLITRTTHY PU AR e ooeoeoeeeeeeeeeeeoeeee e eeeeeseeeeee oo 47

8.5.6 ADIE PI AN BT BT TR o vvvvvvveevereeeeeeseeeeeeeeeeesseeeessessssseeessssesseees e ssseeees 47

8.5.7 PDEIFTLGABIE Pl 48
RSN T S O 48

B R Attt E bbb R Rt E bbbk R et b b bt e b b e n et 49
B SRE Beevrerrererererer et et er ettt 52
B Correereeeee oo eee e e eee e e e s e et e et 54
BT SRE Deervererieteietet ettt ettt et ettt e et et sttt be et be et b et et et et e b et et ehe et eRe b eReebeReebeRe et ene b ene e b e e ete e arenes 56
= TSSOSO 61
BT SR Feeveeeret ettt b bR 64
5 ] TSRS 66

\



BELING ZHONGJIAOYUANHANG CERTIFICATION L MIT!—L

(3) tEPZEAAEERL

NmSiRAEX, o]bik%s2. Sk
BEx®Ei%E: 0O010-63260528
/1] id: zjyh20Ol5Esina.com



